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Specification for the Security Content Automation Protocol ( SCAP ): SCAP Version 1. 0 Table 3-1. XCCDF Rule
Sample Data Rule Field Explanation Sample Data Rule ID The identifier for this rule MinimumPasswordLength-8
Title The title for the rule Minimum Password Length 8 Description The description of the rule This setting
specifies the minimum length of a password in characters. The rationale behind this setting is that longer
passwords are more diGicult to guess and crack than shorter passwords. The downside is that longer
passwords are oHen more diGicult for users to remember. References References to checklists and other IA-5
documents that contain requirements ( http: csrc. nist. gov publications nistpub to which this rule maps - in this
case, s 800-53-Rev3 sp800-53-rev3-final-errata. pdf ) the IA-5 ( Authenticator Management ) control from NIST SP
800-53 Requires The id of another Group or Rule in the IA-5 Benchmark that should be selected for this Rule to
be applied and scored properly. In this case, the IA-5 group Schema The XML check system schema to use http:
oval. mitre. org XMLSchema oval-definitions-5 during rule evaluation ( usually the OVAL schema ) OVAL
Definition File Name of the OVAL Definition file WindowsXP-SP800-68. xml Reference OVAL Definition ID The
identifier of the OVAL Definition to oval: gov. nist. 1: def: 20 be used The number of rules appearing in a typical
XCCDF document will vary depending upon the intended use case. The rules appearing in an XCCDF document
may also be organized into multiple XCCDF profiles that specify collections of rules to be evaluated on
particular types of systems. Profiles can be...
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